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Abstract—Maintaining consistently low response times is a
critical performance requirement for mission-critical, web-facing
applications (e.g., e-commerce) that typically use microservices
architectures. Through extensive benchmarking of a microser-
vices application in a cloud environment, we demonstrate that
its response time stability is fragile, with significant variations
(ranging from milliseconds to seconds) when the CPU utilization
of component servers reaches moderate to high levels (e.g.,
60%). Our detailed timeline analysis identifies a leading cause
of response time instability at these utilization levels: a ripple
effect caused by the long chain of dependencies inherent in mi-
croservices applications. In such an architecture, a millibottleneck
(a bottleneck lasting sub-seconds) can trigger a queuing effect
from a downstream server that propagates to upstream servers,
resulting in dropped requests and TCP retransmissions lasting
several seconds at the weakest link in the chain. We demonstrate
two common factors that contribute to millibottlenecks in mi-
croservices runtime environments: interference from collocated
containers and bursty workloads, both of which are prevalent in
real-world cloud environments.

Index Terms—response time instability, scalability, microser-
vices, millibottlenecks.

I. INTRODUCTION

Fast response time is important for mission-critical web-
facing applications (e.g., e-commerce) due to its significant
business impact. For example, Amazon has reported that a
100-millisecond increase in page load time can lead to a 1%
drop in sales [18]. Google revealed that a 500-millisecond
delay in displaying search results could result in a 20%
decline in revenue [17]. Augmented-reality devices such as
Microsoft HoloLens also need system backend responsiveness
in order to guarantee smooth and natural interaction [9]. Thus,
always maintain fast response time and avoid any performance
instability means large money incentive for both business
owner and cloud computing infrastructure vendors.

At the same time, web-facing application architecture is
transitioning from traditional monolithic n-tier designs to
lightweight, loosely coupled microservices [10], [23]. This
shift is driven by the benefits of microservices, such as
better scalability, easier cross-team development, and simpler
deployment. However, breaking down a monolithic system
into hundreds or thousands of smaller microservices creates

complex internal dependencies among component microser-
vices, making it more challenging to predict and manage
performance [25].

In this paper, we show an empirical study of response
time instability of microservices, through extensive measure-
ments of a social network application benchmarks [11] in
a cloud environment. Our study shows that the chain of
inter-service dependencies could be a major cause of long
response time requests (on the order of seconds). The chain of
dependencies commonly exists in a microservice application
where component services adopt the Remote Procedure Calls
(RPCs) for inter-server/service communication [29], through
the use of RPC frameworks such as Google’s gRPC [3] or
Facebook/Apache’s Thrift [2]. We have found that RPC brings
a long call dependency chain as requests traversing from one
component microservice to another. We found that a small
queuing effects from a downstream microservice caused by
a millibottleneck (a bottleneck lasting sub-seconds) can be
propagated to its upstream microservices along the long call
chain of dependencies. Such a cross-service queue propagation
will lead to queue overflow and dropped requests in the
weakest link along the long call chain of dependencies, causing
TCP retransmissions and requests with long response time up
to seconds.

We illustrate two common factors that can cause milli-
bottlenecks in a runtime microservices application: interfer-
ence from collocated containers and bursty workloads, both
of which are prevalent in real-world cloud environments.
Specifically, we observed significant variations in application
response times due to these factors when the resource uti-
lization of certain component microservices reaches moderate
to high levels. For example, a millibottleneck caused by
interference from collocated containers in a database service
can propagate queues and lead to dropped requests in an app
service located two hops away from the original microservice
where the millibottleneck occurs. To exacerbate the issue,
we observed that large numbers of dropped requests often
synchronize, causing multiple waves of queue overflows over a
span of ten seconds. This occurs because the dropped requests
follow the same timeout mechanism, causing the retransmitted
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(a) Moderate response time fluctuations at 4000 clients
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(b) Large response time fluctuations at 8000 clients
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(c) Low CPU util. of bottleneck microservice at 4000 clients
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(d) Moderate CPU util. of bottleneck microservice at 8000 clients

Fig. 1: Response time instability was observed when the CPU utilization of the busiest microservice in the system reached
moderate to high levels. (a) and (c) display the results with 4,000 clients, while (b) and (d) show the results with 8,000 clients.

requests to arrive at nearly the same time, triggering another
wave of burst requests, leading to further queue overflow
and dropped requests at the weakest link. In our second
example of millibottlenecks caused by a large burst of traffic, a
single millibottleneck can cause three waves of transient queue
overflows and request drops, resulting in significant response
time instability.

Overall, our study provides an explanation for the com-
monly observed low average utilization of cloud data centers
(20% to 50% [26], [30], [31], [36]). Maintaining low utiliza-
tion is often an effective way to meet response time stability
objectives specified in SLAs, especially when more precise
knowledge is lacking. Given the numerous factors at different
system levels that can cause millibottlenecks, maintaining
response time stability of microservices applications becomes
increasingly challenging at moderate high utilization levels.

II. BACKGROUND AND MOTIVATION

A. Background

Long Call Chain in Microservices. Microservice applica-
tions often consist of numerous microservices that communi-
cate via RPC calls. These calls create extensive dependency
chains as a single request traverses multiple microservices be-
fore returning a response. For example, a published trace from
Alibaba [23] reveals that over 10% of its microservice call
chains involve more than 40 unique microservices, creating
complex runtime dependencies. The trace also indicates that
over 30% of the call chains have a depth greater than 4, 20%
exceed a depth of 5, and in extreme cases, around 10% have
depths greater than 10.

These long call chains introduce complex runtime de-
pendencies that can lead to performance instability. As we
demonstrate in this paper, a queuing issue in a downstream
microservice can propagate to all its upstream microservices
in the call chain, potentially causing queue overflows and
dropped requests at the weakest link, resulting in TCP re-
transmissions and very long response times.
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(a) SocialNetwork benchmark microservices topology. Every compo-
nent microservice runs in a dedicated container.

S0 S1 S2 S3 S4

C

HTTP

Colocation of microservice containers 
cause resource contention

Naturally bursty workload 
from end users

S0: Nginx S1: composePost
S2: homeTimeline S3: socialGraph
S4: mongoDB C: collocated container

(b) A representative long call chain of dependencies in SocialNet-
work. A microservice container may collocate with containers from
other applications in the same VM, causing performance interference.

Fig. 2: SocialNetwork benchmark execution dependency graph
and experimental setup

Queue Overflow and TCP Retransmissions. When a
microservice experiences resource saturation, its application-
level queue (e.g., message queue or thread pool) fills up.
Once this queue is full, the microservice stops accepting new
requests, causing additional requests to be queued in its TCP
backlog. If the TCP backlog also fills up, any further requests
will be dropped, triggering TCP retransmissions.

The TCP retransmission timeout (RTO) is typically cal-
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culated based on the round-trip time (RTT) between the
sender and receiver. The minimum RTO is set to 1 second
and doubles with each subsequent retransmission [6]. For
instance, if the RTT is 100ms, the RTO will be rounded
up to 1 second. If a request is dropped, the sender waits 1
second before retransmitting. If the retransmitted request is
also dropped, the sender waits 2 seconds before trying again.
This exponential backoff mechanism helps prevent network
congestion and reduces excessive retransmissions, but it can
also cause significant delays in receiving a response, especially
if a request is unfortunately dropped multiple times.

Benchmark Application. We adopt the Social Network
benchmark from DeathStarBench [11] as our benchmark ap-
plication. The Social Network benchmark is a microservices-
based application that simulates a social media platform. The
benchmark consists of more than 30 microservices (as shown
in Fig. 2a), each of which performs a specific function, such
as user authentication, posting messages, and generating social
graphs. The microservices communicate with each other over
RPC calls. We deploy the benchmark on a Kubernetes cluster,
where each microservice is hosted in a container. We adopt
the classic RUBBoS workload generator [5] to simulate a
configurable number of normal users navigating the website.

To induce internal colocation interference, we explicitly
colocate a container running CPU-intensive computation tasks
with containers hosting the benchmark microservices applica-
tion. These tasks are CPU-bound and consume 100% of the
available CPU resources. To induce external bursty workloads,
we use the Httperf [4] benchmarking tool to generate a burst of
traffic by sending a sudden influx of requests to our benchmark
microservices application, simulating a spike in user activity.

B. Motivation experimental results

To highlight the significance of the issue, we create internal
colocation interference to a microservice SocialGraph as
shown in Fig. 2b. Fig. 1a and 1b show 99th percentile
and average end-to-end response time of the system at a
moderate and a high workload, respectively. Fig. 1a shows
that the system already exhibits some minor response time
fluctuation at workload 4000 normal users. Fig. 1b shows that
the system encounters significant response time fluctuations,
ranging from milliseconds to over a second, despite average
CPU utilization being around 55%—well below saturation.
Such large response time fluctuations can lead to poor user
experience and potentially large business revenue loss [17],
[18]. In the following sections, we will explain two factors that
cause the large response time fluctuations: internal colocation
interference and external bursty workloads.

III. MILLIBOTTLENECKS CAUSED BY INTERNAL
COLOCATION INTERFERENCE

Internal colocation interference occurs when multiple mi-
croservices share the same physical host, leading to resource
contention and performance degradation. Microservices are
typically implemented with containers, which are lightweight
and portable units of software that package an application and
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(a) Observed response time spike over the 3-second period
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(b) Dropped requests observed by ComposePost.
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(c) Queue propogation from downstream to upstream
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(d) CPU utilization of the microservices along the call chain. A milli-
bottleneck was observed in the downstream service SocialGraph.

Fig. 3: A fine-grained analysis of the experiments shown in
Fig. 1b and 1d over a 3-second time span, showing the im-
pact of a millibottleneck on the long call chain (see Fig. 2b).
A millibottleneck caused by interference from a collocated
container on the downstream microservice SocialGraph (d)
triggers queue propagation to upstream services (c), leading to
request drops in the upstream microservice ComposePost
(b). This results in prolonged response times, as seen in (a),
due to TCP retransmissions.

its dependencies [16]. Containers are often deployed on shared
or multi-tenant compute resources, such as virtual machines
(VMs) or physical servers. When multiple containers share
the same physical host, they must compete for resources, such
as CPU, memory, and network bandwidth. This competition
can lead to resource contention and performance degradation,
especially when one or more containers consume a large
amount of resources [22], [25], [37].

To demonstrate the impact of internal colocation interfer-
ence on the response time of a microservices application,
we explicitly colocate a container running heavy computation
tasks with a container running the SocialGraph microser-
vice, as shown in Fig. 2b. The heavy computation tasks are
CPU-bound and consume 100% of the CPU resources.
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Fig. 3 shows a fine-grained (with a 50ms time window)
analysis of the experiments shown in Fig. 1b and 1d in a
3-second time span. Fig. 3d shows the CPU utilization of
the microservices along the call chain. The millibottleneck
occurs on SocialGraph caused by interference from col-
located container. The local queue of SocialGraph soon
fills up during the millibottleneck period, pushing requests
to queue in the upstream microservices (HomeTimeline
and ComposePost), as shown in Fig. 3c. Once the queued
requests reach limit of ComposePost (about 280, including
both application-level queue and TCP backlog), the requests
will be dropped, resulting in TCP retransmissions. Fig. 3b
shows the number of dropped requests by ComposePost
during the same 10-second time period. The periods of queue
overflow by ComposePost in Fig. 3c and requests drop in
Fig. 3b match well with each other. Since initial retransmission
timeout is 1 second, the dropped requests will be retransmitted
after 1 second. As a result, the total response time of those
dropped requests will be more than 1 seconds. Fig. 3a shows
the response time of the system during the interference period.

In this representitive experiments, it is challenging to set
a proper queue size of the microservice ComposePost
since it has more than 7 ingress upstream microservices (see
Fig. 2a). The total incoming requests can be much greater
than the number of concurrent requests that ComposePost
can handle, especially when some queue slots are occupied by
downstream microservices during millibottlenecks.

IV. MILLIBOTTLENECKS CAUSED BY EXTERNAL BURSTY
WORKLOAD

External bursty workloads occur when a microservice re-
ceives a sudden increase in requests, causing the system to
become temporarily overloaded and response times to spike.
Bursty workloads are common in web-facing applications,
such as social media, e-commerce sites, and search engines,
where user traffic can vary significantly throughout the day [8],
[28]. Bursty workloads can lead to unpredictable response
times and degraded performance, especially when the system
is already under heavy load [13], [20].

Fig.4 shows a representative 10-second snapshot with
each metric monitored at a high resolution (with a 50ms
time window). This figure illustrates how a bursty workload
can cause large response time fluctuation. Fig. 4a shows
a burst in the workload occurs in around 239s. The burst
cause transient CPU saturation of the bottleneck microservice
(SocialGraph) in Fig. 4e. The transient CPU saturation
creates a millibottleneck (less than 1 second) and causes
requests to queue in SocialGraph. The local queue soon
fills up during the millibottleneck period, pushing requests to
queue in the upstream microservices (HomeTimeline and
ComposePost), as shown in Fig. 4d. Similar to the internal
colocation interference in Section III, once the queued requests
in ComposePost reach limit (including both application-
level queue and TCP backlog), the new coming requests
will be dropped, resulting in TCP retransmissions. Since
the large amount dropped requests follow the same timeout
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(a) A single burst of traffic end users
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(b) observed large response time fluctuations.
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(c) Multiple waves of dropped requests by ComposePost.
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(d) Queue propogation from the downstream bottleneck service
SocialGraph to the upstream service ComposePost.
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(e) CPU utilization of the microservices along the call chain. Multiple
millibottlenecks were observed in SocialGraph. The first one
(around 239s) is caused by the initial traffic burst; the second and
third are caused by the following synchronized retransmitted requests.

Fig. 4: An illustration showing how a single burst of traffic
triggers multiple waves of dropped requests and TCP re-
transmissions over a ten-second span, resulting in significant
response time fluctuations.

mechanism, causing the retransmitted requests to arrive at
nearly the same time, triggering another wave of burst requests
and queue overflow by ComposePost. This cycle repeats
multiple times, causing multiple waves of queue overflow and
dropped requests as shown in Fig. 4c. The high response time
spikes of the system is shown in Fig. 4b. In this example, the
requests that experience the worst case of response time are
retransmitted 3 times, leading to a response time of more than
7 seconds.

V. RELATED WORK

Queue Management in Microservices. Optimizing queue
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size can effectively reduce queue overflows and improve the
performance of internet servers, as studied in [21], [35].
For instance, simply increasing the queue size—such as by
increasing the number of threads in each component mi-
croservice—might help delay or prevent queue overflows and
dropped requests, as discussed in this paper. However, the key
challenge is determining the appropriate queue size for each
component microservice under dynamic workloads. This is
especially true for microservices that receive multiple ingress
traffic streams from various upstream services, as illustrated
in Fig. 2a the composePost service. Too large a queue size
can lead to performance issues, which have been extensively
examined in previous research [24], [34], [38]. Additionally,
prior studies [14], [32] have explored how different queue
management strategies (e.g., priority queues) can mitigate the
queuing delays. While we believe intelligent queue manage-
ment strategies could alleviate queue propagation and overflow
issues, they are unlikely to completely eliminate the problem.

Asynchronous architectures of microservices. The use
of asynchronous architectures for high-performance internet
servers has been extensively studied [19], [24], [29], [40].
Asynchronous servers typically employ an event-driven model,
where an event loop manages multiple tasks concurrently.
Instead of dedicating a separate thread to each task, the
server listens for events (such as completed I/O operations
or incoming network requests) and processes them as they
occur. This allows a single thread or a small pool of threads to
efficiently handle many requests. While conceptually straight-
forward, leveraging asynchronous architecture to build high-
performance microservices is a complex challenge. For in-
stance, asynchronous servers are notoriously difficult to pro-
gram and debug due to the obscured control flow, which makes
them more challenging to manage compared to traditional
thread-based models [33], [39].

Dynamic Resource Allocation and Scaling. Large-scale
web applications often use dynamic scaling strategies (e.g.,
Amazon Auto Scaling [7]) to achieve better load balancing
and performance stability under dynamic workload [15], [25],
[28]. However, millibottlenecks and transient cross-service
queue propagation can easily evade current dynamic scaling
techniques. This is because the control window of state-of-the-
art scaling mechanisms typically operates at a minute-level
granularity (e.g., Amazon CloudWatch [1], which monitors
by default at one-minute intervals to avoid over-sensitivity to
dynamic workloads). Millibottlenecks, with their sub-second
durations, are too brief for these systems to detect and respond
with scaling actions [12], [27]. As a result, while dynamic
resource allocation and scaling are effective for handling
gradual workload shifts, they may not adequately address
response time instability caused by millibottlenecks and cross-
service queue propagation in microservices.

VI. CONCLUSION

In this paper, we presented an empirical study on response
time instability in cloud-based microservices. Our findings
reveal that response times can become instable under moderate

to high resource utilization. We illustrate two common causes
of this instability: internal colocation interference and exter-
nal bursty workloads. Internal colocation interference arises
when multiple microservices co-exist on the same physical
host, causing resource contention and performance degrada-
tion. External bursty workloads occur when a microservice
experiences a sudden surge in requests, leading to system
overload and response time spikes. Our results demonstrate
that response time instability can significantly impact the
reliability of microservices in the cloud. Future research will
focus on developing strategies to mitigate these instabilities
and enhance the reliability of cloud-based microservices.
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